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Abstract. The development of financial technologies is accompanied, on the one hand, 

by the transformation of financial services and the improvement of customer experience, 

and on the other, by the emergence of new and unpredictable risks for regulators in the field 

of money laundering. The purpose of this article is to characterize the money laundering 

risks arising from the rapid development of the fintech sector and to substantiate 

mechanisms for mitigating such risks. The study identifies and classifies current challenges 

for financial monitoring in the context of international cooperation. In particular, four 

categories of challenges are outlined: ethical, regulatory, technological, and 

organizational. Special attention is devoted to analysing the use of virtual assets as a tool 

for the legalisation of criminal proceeds. The authors examine the features of applying 

advanced technologies, particularly SupTech and RegTech, in combating money laundering 

and identify promising directions for the further development of these technologies. 
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money laundering. 

 

 

The development of financial technologies is accompanied, on the one hand, by the 

transformation of financial services and an improved customer experience, and on the other, 

by the emergence of new, complex, and often unpredictable risks for anti-money laundering 

(AML) regulators. This paper aims to examine the money laundering risks associated with 

the rapid growth of the FinTech sector and to justify effective mechanisms for mitigating 

such risks. The study classifies the modern challenges to financial monitoring in the context 

of expanding international financial cooperation. Four key categories of challenges are 

identified: ethical, regulatory, technological, and organizational. Special attention is paid to 

the misuse of virtual assets as a tool for illicit financial activity, especially in decentralised 

environments where traditional regulatory mechanisms are less effective or entirely absent. 

The paper explores how these assets are leveraged by criminal actors and evaluates the 

limitations of current oversight systems. Moreover, the research analyses the capabilities 

and implementation potential of supervisory technologies (SupTech) and regulatory 

technologies (RegTech) in preventing financial crimes in both national and cross-border 

contexts. Through a critical review of recent trends and typologies, the article emphasizes 
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the need for integrated, adaptive, and technology-driven approaches in the fight against 

money laundering. It is essential for the international community to develop a coherent 

conceptual understanding of the FinTech market, along with harmonized and coordinated 

regulatory frameworks to effectively combat money laundering. In this regard, the paper 

highlights the importance of data exchange between financial intelligence units (FIUs), the 

role of artificial intelligence in transaction monitoring, and the institutional conditions 

necessary for effective regulatory transformation. These findings contribute to the broader 

discourse on FinTech governance and sustainable financial security. 

 

References 

1. Leuprecht, C., Jenkins, C. and Hamilton, R. (2022). Virtual money laundering: 

policy implications of the proliferation in the illicit use of cryptocurrency. Journal of 

Financial Crime, 30(4), 1036-1054. https://doi.org/10.1108/jfc-07-2022-0161 [in English] 

2. Dupuis, D. and Gleason, K. (2020). Money laundering with cryptocurrency: open 

doors and the regulatory dialectic. Journal of Financial Crime, 28(1), 60-74. 

https://doi.org/10.1108/jfc-06-2020-0113 [in English] 

3. Sinno, R.M., Baldock, G., Gleason, K. and Zaher, Z. (2024). The regulatory 

dialectic and innovation in service-based money laundering. Journal of Financial Crime, 

32(1), 245-254.  https://doi.org/10.1108/jfc-03-2024-0110 [in English] 

4. Benson, V., Turksen, U. and Adamyk, B. (2023). Dark side of decentralised 

finance: a call for enhanced AML regulation based on use cases of illicit activities. Journal 

of Financial Regulation and Compliance, 32(1), 80-97. https://doi.org/10.1108/jfrc-04-2023-

0065 [in English] 

5. Smith, M. and Tiwari, M. (2023). The implications of national blockchain 

infrastructure for financial crime. Journal of Financial Crime, 31(2), 236-248.  

https://doi.org/10.1108/jfc-01-2023-0006 [in English] 

6. Pavlidis, G. (2023). Deploying artificial intelligence for anti-money laundering 

and asset recovery: the dawn of a new era. Journal of Money Laundering Control, 26(7), 

pp.155–166. https://doi.org/10.1108/jmlc-03-2023-0050 [in English] 

7. Egmont Group of Financial Intelligence Units. (2022). FIU - FinTech Cooperation 

and Associated Cybercrime Typologies and Risks. Retrieved from 

https://egmontgroup.org/wp-content/uploads/2022/11/2022-Report-on-FIE-FinTech-

Cooperation-and-Assoc.-Crimes.pdf [in English] 

8. European Parliament and Council. (2015). Directive (EU) 2015/2366. Official 

Journal of the European Union. Retrieved from https://eur-lex.europa.eu/legal-

content/EN/TXT/PDF/?uri=CELEX:32015L2366 [in English] 

9. Buckley, R.P., Arner, D.W. and Barberis, J. (2019). The REGTECH Book: The 

Financial Technology Handbook for Investors, Entrepreneurs and Visionaries in 

Regulation. Chichester: Wiley. [in English] 

10. Duarte, F. (2025). Fintech Market Size & Future Growth (2025–2029). Exploding 

Topics. Retrieved from https://explodingtopics.com/blog/fintech-market [in English] 

11. MONEYVAL (2023). Typologies Report: Risks of Money Laundering and 

Terrorist Financing in the World of Virtual Assets. Retrieved from 

http://www.coe.int/moneyval [in English] 

12. FATF (2018). Professional Money Laundering. Paris: FATF. Retrieved from 

https://www.fatf-gafi.org/publications/methodandtrends/documents/professional-money-

laundering.html [in English] 

https://doi.org/10.1108/jfc-07-2022-0161
https://doi.org/10.1108/jfc-06-2020-0113
https://doi.org/10.1108/jfc-03-2024-0110
https://doi.org/10.1108/jfrc-04-2023-0065
https://doi.org/10.1108/jfrc-04-2023-0065
https://doi.org/10.1108/jfc-01-2023-0006
https://doi.org/10.1108/jmlc-03-2023-0050
https://egmontgroup.org/wp-content/uploads/2022/11/2022-Report-on-FIE-FinTech-Cooperation-and-Assoc.-Crimes.pdf
https://egmontgroup.org/wp-content/uploads/2022/11/2022-Report-on-FIE-FinTech-Cooperation-and-Assoc.-Crimes.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32015L2366
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32015L2366
https://explodingtopics.com/blog/fintech-market
http://www.coe.int/moneyval
https://www.fatf-gafi.org/publications/methodandtrends/documents/professional-money-laundering.html
https://www.fatf-gafi.org/publications/methodandtrends/documents/professional-money-laundering.html


ISSN 2304-1692 ФІНАНСОВИЙ ПРОСТІР 2025 No 1-2 (55) 

 

 

 

 

0) 

77 

 

 

13. Verkhovna Rada of Ukraine. (2019). Law of Ukraine No. 361-IX on Prevention 

and Counteraction to Legalisation (Laundering) of the Proceeds of Crime, Terrorist 

Financing and Financing of Proliferation of Weapons of Mass Destruction. Retrieved from 

https://zakon.rada.gov.ua/laws/show/361-20#Text [in Ukrainian] 

14. National Bank of Ukraine. Financial Monitoring. Retrieved from 

https://bank.gov.ua/ua/supervision/monitoring [in Ukrainian] 

15. Nasdaq Verafin. (2024). 2024 Global Financial Crime Report. Retrieved from 

https://www.nasdaq.com/global-financial-crime-report [in English] 

16. FATF (2024). Targeted Update on Implementation of the FATF Standards on 

Virtual Assets and VASPs. Paris: FATF. Retrieved from https://www.fatf-

gafi.org/content/dam/fatf-gafi/recommendations/2024-Targeted-Update-VA-VASP.pdf [in 

English] 

17. Egmont Group. Financial Intelligence Units. Retrieved from 

https://egmontgroup.org/about/financial-intelligence-units/ [in English] 

18. Cambridge Centre for Alternative Finance (2019). The Global RegTech Industry 

Benchmark Report. Retrieved from https://www.jbs.cam.ac.uk/wp-

content/uploads/2020/08/2019-12-ccaf-global-regtech-benchmarking-report.pdf [in English] 

19. Broeders, D. and Prenio, J. (2020). Innovative technology in financial supervision 

(suptech) – the experience of early users. Bank for International Settlements. Retrieved from 

https://www.bis.org/fsi/publ/insights9.pdf [in English] 

20. National Bank of Ukraine. (2025).  Zelena knyha z rozvytku rehuliatornykh 

tekhnolohii na finansovomu rynku Ukrainy [Green Paper on the Development of Regulatory 

Technologies in the Financial Market of Ukraine] Retrieved from 

https://bank.gov.ua/ua/news/all/zelena-kniga-z-rozvitku-regulyatornih-tehnologiy-na-

finansovomu-rinku-ukrayini [in Ukrainian].  

  

https://zakon.rada.gov.ua/laws/show/361-20#Text
https://bank.gov.ua/ua/supervision/monitoring
https://www.nasdaq.com/global-financial-crime-report
https://www.fatf-gafi.org/content/dam/fatf-gafi/recommendations/2024-Targeted-Update-VA-VASP.pdf
https://www.fatf-gafi.org/content/dam/fatf-gafi/recommendations/2024-Targeted-Update-VA-VASP.pdf
https://egmontgroup.org/about/financial-intelligence-units/
https://www.jbs.cam.ac.uk/wp-content/uploads/2020/08/2019-12-ccaf-global-regtech-benchmarking-report.pdf
https://www.jbs.cam.ac.uk/wp-content/uploads/2020/08/2019-12-ccaf-global-regtech-benchmarking-report.pdf
https://www.bis.org/fsi/publ/insights9.pdf
https://bank.gov.ua/ua/news/all/zelena-kniga-z-rozvitku-regulyatornih-tehnologiy-na-finansovomu-rinku-ukrayini
https://bank.gov.ua/ua/news/all/zelena-kniga-z-rozvitku-regulyatornih-tehnologiy-na-finansovomu-rinku-ukrayini

