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Abstract. The article highlights the features of transactions with digital currency 

(cryptocurrency), which allow criminals to carry out illegal transactions. Some ways and 

technologies of using digital currency in criminal schemes are covered. The level of crime related 

to cryptocurrency in recent years in Ukraine is indicated. The priority directions of legal regulation 

of new financial instruments with simultaneous ensuring of safety of market participants are 

outlined.  

Key words: cryptocurrency, legal regulation, crime, blockchain, bitcoin, money laundering, 

fraud, criminal liability.  

 
 

The use of cryptocurrencies as a 

means of payment is accelerating, while 

their use in criminal schemes is growing. 

The popularity of the new financial 

instrument in the criminal environment is 

due to the fact that so far the legal 

parameters of cryptocurrency have not 

been developed and the limits of its safe 

circulation have not been established.  

The international community is 

concerned about the lack of regulation of 

cryptocurrency, the growth of crime, 

especially its types, such as legalization 

(laundering) of criminal proceeds, fraud, 

terrorist financing, drug trafficking, 

weapons, human trafficking and others. 

This issue remains difficult for Ukraine. 

Ukraine ranks 4th in the world in the 

number of cryptocurrency frauds. In 

2021, cybercriminals laundered 

cryptocurrencies by $ 8.6 billion, which 

is 30% more than in 2020, according to 

the research by analytics company 

Chainalysis. A major factor in the 

increase in stolen funds and fraud was 

the growth of decentralized financing, or 

DeFi, which promotes lending in 

cryptocurrencies outside of traditional 

banking.  
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Despite the adoption of a number of 

legislative acts, the issue of legal 

regulation of digital currency 

(cryptocurrency) remains unresolved. At 

the same time, the increase in the number 

of crimes committed with the use of 

cryptocurrency, the socio-legal 

conditionality of criminalization of 

criminal activity with its use dictates the 

need to make decisions regarding the 

introduction of criminal liability for 

using digital currency for criminal 

purposes.  

A single regulatory framework is 

needed to regulate cryptocurrency 

transactions, as well as to establish 

uniform case law in cryptocurrency 

cases. In order to prevent the further 

development of cryptocurrency, it is 

important to develop a model of legal 

regulation of trafficking, which would 

simultaneously solve two tasks: 

preventing the commission of useful 

crimes and supporting the innovative 

development of the domestic economy. 
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