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Abstract. The article deals with the charac-
teristic features of modern terrorism, deter-
mines the impact of terrorism on economic ac-
tivity, investigates the theoretical foundations of
the economy of terror. The importance of digital
technologies for economic development is sub-
stantiated. The essence is revealed and it is
proved that the potential of digital technologies
is multi-faceted. The authors determine the abil-
ity of the potential properties of digital technol-
ogy, along with stimulating economic growth
and prosperity, to produce risks of use for ter-
rorist purposes and terrorist financing, which
requires the implementation of certain measures
to identify them and ensure effective counterac-
tion to the illegitimate use of digital technolo-
gies.
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Introduction. Developing economic
policy, countries of the world, first and

AHHOTAUMAA. B cmamve 6bviA61eHbl Xapak-
mepHbvle NPUSHAKU COBPEMEHHO20 MeppopusMa,
onpeoeneno GusAHUe MePPoPuUIMa Ha IKOHOMU-
YecKyl0 0esimenrbHOCMb, UCCAe008AHbL Mmeope-
muyeckue 0CHo8bl IKOHOMUKU meppopa. Oboc-
HOBAHA 3HAYUMOCHb YUDPOBLIX MEXHONO2ULL
0114  IKOHOMUYecKo20 pazeumus. Packpvima
CYWHOCMb U OOKA3AHO, YMO NOMEHYUAL Yug-
POBbIX MEXHON02UU UmMeenm NoIUACNEeKMHOoe Xa-
paxmep. Onpedenena cnocobHOCmb NOMEHYU-
ANILHBIX CBOUCME YUPPOBLIX MEXHONO2UU, HAPSI-
0y CO CMUMYTUPOBAHUEM IKOHOMUUECKO20 pPO-
cma u 01a20COCMOSAHUSA, NPOU3BOOUMb PUCKU
UCNONL308AHUSL OISl MEPPOPUCTIUYECKUX Yeell U
@unancuposanusi meppopuzma, 4mo mpeodyem
npoeedenus onpeoeNeHHbIX MepONPUAMUL  Ux
uoenmuguxayuu u obecnevenus: dppexmusro-
20 NPOMUBOOEUCMBUSA HETUSUMUBHOMY UCNOTb-
308aHUI0 YUDPOBLIX MEXHONIOLUIL.

KuaroueBble cioBa: sxonomuxa, yughposas
9KOHOMUKA, UHHOBAYUU, YUDPOGblE MEXHOJO-
2ull, Kpunmosantoma, UCKYCCHMEEHHbI UHMeI-
JIleKm, 9KOHOMUKA meppopd, (QUHAHCUPOBAHUs
meppopusma.

foremost, rely on scientific and techno-
logical progress and innovative moderni-
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zation of the real sector, take into ac-
count political instability, cyclicality and
risks of economic crisis phenomena,
growth of the shadow economy, predict
the impact of these trends on the sustain-
able development of industries and the
economy as a whole. But in recent times,
they have to enter into a global war on
terror and focus on the spread of the phe-
nomenon of the economy of terror, since
its effects and consequences are devastat-
ing, causing significant economic dam-
age, limiting the opportunities that the
21st century opens, posing threats to se-
curity and interest of the states, society
and individuals. At the same time, the
evolution of modern-day terrorism is di-
rectly linked to the innovation of forms
of organization, strategies and tactics, as
well as the development of digital tech-
nologies. The spread of modern terrorism
Is impossible without information and
technological support, recruiting and
considerable financial support. There-
fore, the multifaceted nature of existing
and promising information and digital
technologies, namely, along with the pos-
itive effects, their ability to generate new
threats and vulnerabilities, in particular
cybercrime, cyberterrorism, requires fur-
ther study and development of effective
counter mechanisms.

Literature Review and Problem
Statement. Modern terrorism has been
the subject of many scientific studies by
foreign and domestic scientists, in partic-
ular: the identification of terrorism as an
aggressive war (M. Bassiouni, J. Ba-
udrillard, A. Robert, etc.); distribution in
the global world (I. Gobozov, O. Kilie-
vich, Y. Kosov, B. Martynenko, D. Ra-
schivalov, J. Stiglitz, etc.); influence on
transformation processes, international

and national security (M. Ayyub, M. Ba-
zhanov, Y. Kondratiev, V. Lipkan,
O. Reznikova, M. Shpura, M. Stri-
mskaya, O. Vevera, V. Yashchenko,
etc.); social origins and consequences,
self-development and self-protection of
the individual in the conditions of digiti-
zation and increasing level of terrorism
(M. Andreev, K. Feofanov, F. Fukuyama,
L. Kazmirenko, M. Kastels, V. Vitiuk,
etc.); development of methods and means
of preventing terrorism and counter-
terrorism (J. Adam, V. Antipenko,
D. Bell, M. Bunchuk, M. Danylenko,
V. Lyashenko, V. Mayboroda, O. Niko-
laenko, V. Ustinov, etc.); terrorist financ-
ing, detection methods and counteraction
mechanisms (A. Acharya, Zh. - C. Bris-
sard, S. Dmitrov, M. Freeman, S. Gra-
chov, J. Khaminskii, M. Levitt, J. Vittori,
etc.). Despite the breadth of problematic
areas, the global nature of modern terror-
ism, the growth of the economy of terror
and the use of financial systems to fi-
nance terrorism, increased migration pro-
cesses, the proliferation of digitization
processes indicate the relevance and need
for further research.

The purpose of the research is to in-
vestigate the prerequisites for the emer-
gence of the economy of terror, to identi-
fy the destructive use of digital technolo-
gies, in particular cryptocurrency, for
terrorist purposes.

Results of the Research. The study of
the prerequisites for the emergence of the
economy of terror requires an under-
standing of the specifics of modern ter-
rorism, which are sufficiently covered in
the scientific works of A.Yu. Pinchuk,
who relying on a comparative analysis of
different scientific approaches, argues
that the phenomenon of modern terrorism
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. 1s not the result of the deviation of
human activity or accidental manifesta-
tion. It is a process that almost always
begins without violence or terrorist activ-

ity, but, gaining momentum, intercepts or
generates extremist methods™ [1, ¢.399]
(Table 1).

Table 1

Significant characteristics of modern terrorism

Characteristic

A characteristic feature

prerequisites

globalization; change of technological way; development of information and
communication and digital technologies; evolution of socio-economic systems;
resource and trade wars; confrontation and conflict of interest; competition of
value models, etc.

opposition to modern liberal ideology; radical ideas, values and attitudes of val-
ue-civilizational confrontation based on political and ideological concept, reli-

ideology gious and / or social-civilizational approaches, using different forms and meth-
ods of violence
strategy exploit social tensions, alienation and distrust of the authorities, aimed mainly at

indirect effects

purposefulness

the spread of fear, tension and animosity at the level of different layers and mas-
sively in the society, the desire for publicity, gaining public resonance and polit-
ical reaction

organizational
structure

hierarchical or network models at the local and / or global levels

types of manifes-
tation

state, nuclear, religious terrorism, cyberterrorism

forms, methods
and tools

changing the role and place of political violence; the spread of destructive inde-
pendent and with new social nature phenomena (diversions, insurgencies, re-
pression, threats, criminal acts, etc.)

Source: formed by the authors on the basis of [1, 2]

Among the important issues being in-
vestigated, particular attention is paid to
defining the link between terrorism and
the economy, both in terms of the deter-
minants that give rise to it (e.g., econom-
ic degradation, failures of socio-
economic policies, unemployment, loss
of socio-economic status, etc.), and mac-
roeconomic effects, caused by it (threats,
devastating effects and negative im-
pacts), for example, in terms of rates and
level of economic growth, GDP, foreign
investment attraction, stock market,
productivity and economic efficiency,
profitability, etc.

Modern terrorism is viewed in con-
junction with the legal and as part of a
shadow economy, which identified the
need to consolidate efforts to combat it,

monitor terrorist activity, in particular,
using the Global Terrorism Index (GTI),
which takes into account the number of
terrorists, victims, the level of material
damage. Thus, in 2019, countries with a
very high level of terrorism and leading
the ranking was Afghanistan (9.6), Iraq
(9.24), Nigeria (8.59), Syria (8). Ukraine
was ranked 24th in the rating of 5,547,
improving its position by 3 points, US
was ranked 22nd (5,69) and UK - 28th
(5,405) [3, p.8].

The economic impact of terrorism on
the global economy, determined by the
level of losses, was $ 33 billion in 2018,
the maximum in 2014 ($ 111 billion),
and the minimum in 2000 ($ 9 billion).
No country suffered more than 5% of
GDP, with the exception of Afghanistan
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(19.4% of GDP) [3, p.29]. In the regional
aspect, Africa (sub-Saharan Africa), the
Middle East and North Africa suffered
the largest losses, $ 12.17 billion and
37% of the global level, and $ 11.9 bil-
lion and 36% respectively, Europe - 0.6

billion US $ and 2%, and the smallest
losses was in Central America and the
Caribbean ($ 0.12 billion and 0.4%). In
addition, terrorism has impacts and indi-
rect economic costs (Table 2).

Table 2

Characteristics of economic impact of modern terrorism

Object

The effect of terrorism

Economic growth

decrease in economic growth, decrease in per capita income

Trade )
to increased costs

threats and uncertainty necessitate risk insurance and increased security, leading

Financial markets

from stocks to bonds

are negatively impacted in the short term and continuing to function effectively in
the long term; developed countries are more resilient to terrorist upheaval; coun-
try's sovereign credit rating decreases; in the markets volatility increases and prof-
itability decreases; negative impact on the stock price causes investors to refocus

Tourism

anxiety increases; an increase in the level of terrorism causes economic losses,
since a decrease in the number of tourists reduces the income; the level of tour-
ism in neighboring countries is decreasing

Foreign direct in-
vestment

decrease as a result of increased risk of investment loss

Source: formed by the authors on the basis of [3, p.31-33]

Therefore, according to O. S. Kuz-
netsova, economy of terror envisages
“production, distribution and consump-
tion of various goods, works, services for
the financial support of terrorist organi-
zations”, as well as “.. has ... a system of
stable and regular economic relations,
relevant institutions, innovative technol-
ogies” [4, p.11]. This view is supported
by V.V. Kaftan [5, p.25], stating that the
economy of terror exists in parallel with
the legal economy, operates through the
network created in it on the basis of legal
economic institutions, which provides
direct or indirect support to the subjects
of terrorist activity.

Consider the phenomenon of the
economy of terror as an independent
economic system from the standpoint of
concepts of economic theory and rela-
tions. Thus, by subject-object nature, the
economy of terror is formed at the ex-

pense of economic activity and relations
of specific organizations (entities of ter-
rorist activity), which by their functional
and organizational structure can be per-
ceived in the same way as any interna-
tional or national company or a corpora-
tion. Then, the issue of primary capital
and sources of funding is quite natural.
Analyzing the practice of terrorist financ-
ing, Yu.V. Latov summarizes the follow-
ing models and sources of income: 1)
administratively institutionalized ‘“gray
area” (territories of internationally rec-
ognized countries that are not controlled
or controlled in part by the legal govern-
ment) - theft of resources, drug smug-
gling; 2) guerrilla “gray zone” - smug-
gling of drugs and other goods, “taxes”
on the population; 3) an underground or-
ganization with strong external links —
sponsorship of the Diaspora, humanitari-
an aid societies, and religious organiza-
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tions; 4) an underground organization
with weak external links — local shadow
economy [6].

The subject of the economy of terror is
the terrorist “service” (terrorist act),
which has an impact on the legal econo-
my. The main function of the economy
of terror is to ensure the production of
such “service”. It is destructive and coun-
terproductive with direct or delayed ef-
fects. The production process is rational
in the choice of purpose, resources and
methods, subject to certain constraints
not only on capital, material and produc-
tion resources, but also the institutional
capacity and counteracting power of the
governmental structures of the countries
of the world, which increases costs and /
or reduces the profitability of entities of
the economy of terror. At the same time,
the effects include direct material losses,
increased stock market volatility, the un-
dermining of financial stability and the
challenge of crisis, the redistribution of
functions between industries, etc. A sepa-
rate issue is the taxation in the economy
of terror, to which J. Brauer and H. van
Tuil expressed their own point of view
[7, p.793-496].

The economy of terror, like the legal
economy, is equally positive about inno-
vation, but due to their multifaceted na-
ture, different functionalities are used,
directing them, firstly, to the benefit of
their own subjects of terrorist activity,
and secondly, to the benefit of society.

The manifestation of a multi-aspect
nature is most demonstrated by digital
technologies [8, 9]. The revolutionary
trend is certainly the emergence of cryp-
tocurrencies, their rapid expansion in the
financial market and the formation of a
separate segment (cryptocurrency mar-

ket), the existence of which arouses am-
biguous position / debate both in both
subject matter and legitimacy. The inno-
vative potential and characteristics of
cryptocurrencies are sufficiently covered
in [10, 11]. E.V. Salnikov emphasizes:
“the innovative nature of cryptocurrency
Is that it offers a qualitatively new model
of movement of financial flows in terror”
[12, p. 5], at the same time, “the innova-
tive nature of the cryptocurrency renders
meaningless all previous measures to
combat the financing of terrorist organi-
zations and groups by governments and
international organizations” [12, p.6].
This is due not only to the functional na-
ture, but also to the long-term uncertainty
of the legal status, the limits of use, the
procedure for taxation of cryptocurren-
cies in  many countries, including
Ukraine. In our view, this is a conse-
guence of the fear of losing the hegemo-
ny of national currencies and the ability
of cryptocurrencies to function as world
money. Therefore, probably, the crypto-
currency was declared a threat to national
security by governments and the FATF.
Along with its legitimate use to increase
the efficiency of payments, micropay-
ments and monetization of the sale of
goods and services via the Internet, the
promotion of international money trans-
fers, as well as the expansion of financial
services inclusion and development of
innovative financial products and ser-
vices based on it, the potential risks of
illegal use of cryptocurrency for the pur-
pose of money laundering and terrorist
financing are increasing at the expense of
its functional features, uncertain legal
status and lack of regulation. Potential
areas of application of cryptocurrencies
in the economy of terror are: legalization
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of proceeds of crime through investing in
cryptocurrency; accumulation of money
in cryptocurrency with resale abroad;
covert financing of terrorist and extremist
activities; trafficking in illicit substances
and weapons; corruption [13].

Another digital technology that has
significant potential and a multi-faceted
nature of use is artificial intelligence
(computerized information processing
system with machine learning elements,
new data processing algorithms). Artifi-
cial intelligence with Big Data analytics,
are already being actively implemented
in financial intermediaries’ activity,
transforming the entire financial sector,
enabling to take operational and analyti-
cal tasks to the next level, manage capi-
tal, loyalty programs and offer personal-
ized banking services and investment
models, transform business models and
conduct anti-crisis measures, make pay-
ments and remittances, credit scoring,
financial trading and monitoring, compli-
ance control and more. At the same time,
it is quite natural to identify potential
threats to the use the artificial intelli-
gence in the economy of terror [14]. This
aspect should be considered, on the one
hand, at the level of the subjects of ter-
rorist activity and their practices, and on
the other hand, on the use of the capabili-
ties and innovations of artificial intelli-
gence to combat and finance terrorism.
Without overburdening the discussion
with factual material, it should be noted

that artificial intelligence allows to accel-
erate the processing of information and
to better perform: 1) analysis and coun-
teraction of content on the global Internet
and social networks that have character-
istics and are aimed at terrorist aims [15];
2) identification of transboundary
movements of terrorists and their loca-
tion in public places and at strategically
important objects; 3) financial monitor-
ing of the economic relations of the enti-
ties to identify companies and individuals
financing the terrorism; 4) identification
of typical and innovative terrorist financ-
ing schemes [16]; 5) monitoring and
forecasting of infrastructure, its protec-
tion against cyberattacks, including cryp-
tocurrency; etc.

Conclusion. Therefore, the potential
of digital technologies is multifaceted.
They can stimulate the economic growth
and well-being of the society, provided
the chosen strategic guidelines, tactics
and pace of implementation of projects,
legal maturity and infrastructural readi-
ness, digital convergence in all spheres of
public life. However, the existence of a
phenomenon such as the economy of ter-
ror indicates that there are risks of using
the potential properties of digital tech-
nology for terrorist purposes and terrorist
financing. This, in turn, requires the con-
solidation of efforts to identify risks and
ensure effective counteraction to the ille-
gal use of digital technologies.
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