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Abstract. The theoretical assumptions of the debatable interpretation of the concept of 

"cybersecurity" by systematic and subject-object approaches are generalized; examined the 

position of the international professional society and governments of the world on strategic 

management of cybersecurity; generalized characteristics of typology of cyberthreats, objects, 

spheres and tendencies of their spread and destructive influence are defined; revealed the 

multidimensional nature of digital technologies in terms of vulnerability, resilience and ability to 

counter cyberthreats; institutional infrastructure was uncovered and a critical analysis of 

conceptual documents of the national cybersecurity system are carried out. 

Keywords: digital economy, digital technologies, cyber security, cyberthreats, cryptocurrency, 

blockchain, artificial intelligence.  
 

The modern driver of socio-economic 

development, competitiveness and 

improving the quality of life for both the 

individual country and the world is the 

digital economy. Digitization processes 

are rapidly expanding and particular 

important in all areas of life, in the same 

time creating new threats and challenges, 

opening up previously unknown 

opportunities for improprieties and legal 

abuse. That is why development of the 

cyber security and implementation of 

effective measures to combat cybercrime 

have become a major issue on the world 

agenda. All this determines the relevance 

of the study. The research methodology 

involved the use of methods of analysis 

and synthesis, abstraction, generalization, 

systematic, subject-object and 

institutional approaches, empirical 

comparison. 

The article shows that the concept of 

cybersecurity is complex, combining in 

its essence the substantive basis of 

cyberspace and the process functionality 

of the protection mechanism that relies 
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on systemic and institutional approaches, 

adheres to the principles of efficiency, 

reliability, optimality.  

Adhering to the view that 

typologization of cyber threats is an open 

system, which is quite naturally 

connected with the progressive 

development of technologies, their most 

known types from the point of view of 

destructive properties, technical 

functionality and motive factors, trends 

of dissemination are considered and 

characterized by authors. 

The article reveals the 

multidimensional nature of modern 

digital technologies, including 

blockchain, artificial intelligence, the 

Internet of Things, regarding 

cybersecurity vulnerability and / or 

resilience and cybersecurity capabilities. 

A critical assessment of the 

institutional infrastructure and regulatory 

framework of Ukraine's cybersecurity 

system are given.   

It is concluded that building a digital 

economy is impossible without 

understanding the technological and 

social nature of cyberthreats, requires 

initiatives and effective steps in 

developing and strengthening 

institutional and information 

infrastructure at the national and global 

levels, develop a sound and consistent 

digital legal framework, formulate the 

necessary digital and digital 

competencies literacy, including the 

cyber-threat models and cybercrime 

mechanisms and their consequences, 

compliance with cybersecurity principles 

in all areas of professional activities and 

building smart-oriented ecosystems and 

more. 
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