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The development of a modern 

economy based on the use of the latest 

digital technologies, the creation of new 

materials, the analysis of large data sets, 

the development of new management 

systems leads to a change in the 

principles of competitive relations. 

Despite the unconditional benefits of 

digitizing the economy - the emergence 

of Dig Data, artificial intelligence, 

blockchain technology, cloud computing, 

the latest risks are appeared, generated by 

their use, which can negatively influence 

on economic entities and their 

performance. 

Taking into consideration the 

insufficient insurance activity of 

potential victims of cyber risk 

(consumers of insurance services), due to 

ignorance or lack of awareness, 

consideration of the current state and 

determinants of the development of cyber 

risk insurance is a relevant area of 

research. 
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The purpose of this article is to 

identify ways to enhance the role of 

insurance companies in securing the 

insurance interests of citizens, businesses 

and the state from the effects of cyber 

risks. 

The conducted research allows 

tracking the transformation of insurance 

risks in the Internet of Things (IoT), to 

identify existing approaches to the 

classification of cyber risks and to clarify 

the vision of the content of cyber 

insurance, to reveal its purpose, 

objectives, and principles of organization 

of insurance protection against cyber 

risks. 

The processes of organization of 

insurance protection against cyber risks 

are theoretically described.  The 

methodical and practical aspects of the 

participation of insurance companies in 

the development and implementation of 

the program of insurance protection of 

enterprises against cyber risks are 

revealed. 

The main results of the research are 

formed, which are to clarify the content 

of "cyber risk" (through the identification 

of its specificity) as a risk, the emergence 

of which is caused by the activity in the 

electronic market and the use of IT 

technologies, algorithmic approach to 

deciding on the expediency of cyber risk 

insurance taking into account utility 

functions for both the policyholder and 

the insurer. 

The conducted research of scientific 

achievements of Ukrainian and foreign 

scientists made it possible to interpret 

"cyber insurance" as a component of 

enterprise risk management, which is a 

financial mechanism of recovery after 

significant losses, the purpose of which is 

to help insurers to get back to normal 

functioning, maintain stability, solvency 

and lower cost, related to interruptions in 

production caused by cyber risks. 

Nowadays, a situation arises in which 

domestic insurance companies are not yet 

able to develop their approach to cyber 

risk assessment, which is holding back 

the growing popularity of this service in 

Ukraine.  Domestic insurance companies, 

preparing a proposal for a client, evaluate 

the risks of the company with the help of 

indirect signs and characteristics, such 

as: methods of risk management in the 

company;  ways of storing data;  

conducting or testing information 

security and auditing systems, and 

assessing the number of employees 

employed in IT.  It is to be expected that 

more detailed techniques will be formed 

in the nearest future, which will 

nevertheless answer the direct question 

of cyber insurance risk assessment. 
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